





	
	

		
			So... you'll need the app to do that

			devRant on iOS & Android lets you do all the things like
				++ or -- rants, post your own rants and comment on others' rants. You can also set
				up your profile. Get it now!
			

			
				
					
					
				

			

		

		
			Free Swag!

			Get a free stress ball if a rant you post gets 750 ++'s
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			*Some restrictions apply, click "Learn More"

		


		
			Settings

				Enable Dark Theme
	Logout
	Delete Account


		


		
			More

				Post a Rant
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			Verify Your Email

			In order to vote, comment or post rants, you need to confirm your email address.
				You should have received a welcome email with a confirm link when you signed up. If you can't find the email, click the button below.
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			Join devRant

			Vote and comment on others' rants. Post your own. Build your custom avatar.
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			By clicking "Sign Up", you agree to the Terms of Service
				& Privacy Policy. FYI we never show your email to other members.
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			It happens to the best of us. If you still need help, email info@devrant.io
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							Dumbest security bug you've seen?

							Week 234 Group Rant

						
					

					
						
							Godisalie
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						Oh boy I got a few. I could tell you stories about very stupid xss vectors like tracking IDs that get properly sanitized when they come through the url but as soon as you go to the next page and the backend returns them they are trusted and put into the Dom unsanitized or an error page for a wrong token / transaction id combo that accidentally set the same auth cookie as the valid combination but I guess the title "dumbest" would go to another one, if only for the management response to it.



Without being to precise let's just say our website contained a service to send a formally correct email or fax to your provider to cancel your mobile contract, nice thing really. You put in all your personal information and then you could hit a button to send your cancelation and get redirected to a page that also allows you to download a pdf with the sent cancelation (including all your personal data). That page was secured by a cancelation id and a (totally save) 16 characters long security token.



Now, a few months ago I tested a small change on the cancelation service and noticed a rather interesting detail : The same email always results in the same (totally save) security token...

So I tried again and sure, the token seemed to be generated from the email, well so much about "totally save". Of course this was a minor problem since our cancelation ids were strong uuids that would be incredibly hard to brute force, right? Well of course they weren't, they counted up. So at that point you could take an email, send a cancelation, get the token and just count down from your id until you hit a 200 and download the pdf with all that juicy user data, nice.



Well, of course now I raised a critical ticket and the issue was fixed as soon as possible, right?

Of course not. Well I raised the ticket, I made it critical and personally went to the ceo to make sure its prioritized. The next day I get an email from jira that the issue now was minor because "its in the code since 2017 and wasn't exploited".



Well, long story short, I argued a lot and in the end it came to the point where I, as QA, wrote a fix to create a proper token because management just "didn't see the need" to secure such a "hard to find problem". Well, before that I sent them a zip file containing 84 pdfs I scrapped in a night and the message that they can be happy I signed an NDA.
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			Join devRant


							
				Do all the things like
				++ or -- rants, post your own rants, comment on others' rants and build your customized dev avatar
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			Pipeless API


			
				
				From the creators of devRant, Pipeless lets you power real-time personalized recommendations and activity feeds using a simple API

				Learn More
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					Hello here, Mr. @Godisalie, we're here to talk about your NDA...
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							My local ISP was saving their database backups in an unprotected folder which was literally domain.com/backups...
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							There was a time in Windows 95, where during login, you could just press cancel and you were logged in without...
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							Colleagues sharing passwords.That was a big fat NO when I was a sysadmin - and for a good reason. But now, sin...
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